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Abstract 
There have been tremendous developments in the field of cryptography. Quantum computers 
is one among them. Solving complex mathematical calculations are made easy using 
quantum computers. Introducing quantum physics into cryptography led to growth of 
quantum cryptography. Quantum cryptography is a technique of using photons to generate a 
cryptographic key and transmit it to a receiver using a suitable communication channel. 
Quantum cryptography uses quantum mechanical principles such as Heisenberg Uncertainty 
principle and photon polarisation principle to perform cryptographic tasks towards 
providing an effective security system. This study describes on to generate a key which is then 
converted into Quantum bits (Qubits) and send to the receiver securely. 
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INTRODUCTION 
Secure communication is essential in 
today’s digital society, with billions of 
users accessing the Internet via different 
terminals and mobile devices. There are 
two types of classical cryptographic 
systems: symmetric key cryptography and 
asymmetric key cryptography. In 
symmetric key cryptography, both sender 
and receiver share a common secret key 
which can be used for encryption and 
decryption. An asymmetric key 
cryptography which is also known as 
public key cryptography, each user 
consists of two keys private key and public 
key. Private Key remains secret and public 
key is known to both the users. The 
present classical crypto systems are 
vulnerable to different security attacks. 
Hence, there are several ongoing 
researches for development of 
cryptography science. For a 
communication between two parties 
securely key has to be exchanged between 
sender and receiver without anyone 
accessing the key during transmission, due 
to which the quantum key distribution has 
emerged. 
 
Quantum Key Distribution (QKD) is based 
solely on laws of physics. Certainly, if 
quantum computers are brought into 
reality classical public key distribution 
schemes will become obsolete. QKD will 
remain secure regardless of technological 
power of eve. 
 
Unlike classical cryptography algorithms 
which relay on factorising large number 
and solving discrete logarithms, quantum 
cryptography is based on basic and 
unchanging principles of quantum 
mechanics, the Heisenberg Uncertainty 
principle and the Principle of Photon 
Polarization. 
 
QKD is based on three algorithms, BB84 
(Bennett and Brassard), B92 (Bennett), 
EPR (Ekert). Sender sends train of photons 
on random bases over quantum channel, 
Receiver chooses bases arbitrarily. Based 
on No cloning theorem, if there is 
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eavesdrop, the photons state will be 
disturbed.  
 
The study is structured as follows: Section 
2 explains about the fundamentals of QKD 
protocols, Section 3 shows the survey of 
previous works that concentrates on QKD 
basics, protocols and the implementation 
of several protocols, Section 4 deals with 
the advantages and disadvantages of QKD.  
 
ESSENTIALS 
The model of QKD protocols depends on 
two of laws of quantum mechanics. 
Heisenberg Uncertainty principle states 
that it is impossible to measure state of any 
system, without disturbing that system. In 
simple words it can be stated as two 
conjugate variables such as position x and 
momentum p cannot be measured 
simultaneously. 
 
The photon polarization principle was first 
presented by Wooters and Zurek in 
1972,which states that, an eavesdropper 
cannot copy unknown qubits, due to no-
cloning theorem. This principle also 
explains about state of orientation and 
polarisation of light photons in particular 
direction. Use of false photon filters would 
result in photon destruction. According to 
no cloning theorem if there is any 
disturbance in state of photon orientation 
then there is eavesdropping. Thus, by laws 
of quantum mechanics QKD provides 
security unconditionally 
   
REVIEW ON PREVIOUS WORK 
Quantum Key Distribution is a blooming 
technology on which many researches 
have happened to achieve secure 
communication between two parties.  
 
J. Aditya and P. Shankar Rao [1] presented 
vulnerabilities of modern cryptography 
systems that includes RSA and Diffie-
Hellman, its computational complexities. 
In this study, they have shown how 
quantum cryptography is used to distribute 
the keys among different users using laws 
of Quantum Mechanics. Number of 
fundamental goals for key distribution 
such as confidentiality of keys, 
authentication, key delivery, robustness, 
resistance to traffic analysis are 
summarized. This also covers 
implementation procedure of Quantum 
Key Distribution protocols.  
 
Ali Ibnun Nurhadi and Nana Rachmana 
Syambas [2] surveyed about basics of 
Quantum Key Distribution which depends 
on laws of Quantum Mechanics to share 
secret keys securely. Unlike conventional 
cryptography systems QKD has the ability 
to detect the presence of eavesdropper 
based on states of photon. QKD is one of 
the secure communication methods, which 
includes QKD protocol schemes, that 
consists of Prepare and Measure based 
protocol and Entanglement based protocol. 
Description about BB84, E91, BBM92, 
B92, SSP, DPS, SARG04, COW, S13 
protocols are discussed. Error simulation 
results are shown for BB84, B92, and 
BBM92. 
 
P. Siva Lakshmi and G. Murali [3] 
proposed analysis of various classical and 
quantum cryptographic algorithms that 
would influence the secure communication 
over the internet. Considering the present-
day scenario, the application of internet 
has spiked up. Sharing multimedia 
information between two parties that may 
contain confidential information, requires 
secure communication. Hence, there are 
development in the field of cryptography. 
Using cryptography, the information is 
scrambled. In cryptography, there are two 
main subdivision namely symmetric and 
asymmetric. In symmetric encryption, 
same key is used for both encryption and 
decryption, whereas in asymmetric 
encryption there are two keys, one is 
public key and the other is private key. In 
this study the relative study of classical 
and quantum cryptography using some of 
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the algorithms is made to estimate the best 
optimal algorithm. According to the 
experimental results made TDES (Triple 
DES) is found to be optimal considering 
different parameters. 
 
Harshad R. Pawar and Dr. Dinesh G. 
Harkut [4] reviewed about protocols used 
in image encryption and decryption. As 
images also carry information in various 
applications which necessitates protection 
of data contained in the image. 
Cryptography does this task. Different 
techniques are used based on various set of 
data. This study provides comparison of 
cryptographic approaches. QKD is used to 
distribute keys among users through public 
and quantum channel, where quantum 
channel is used to exchange key and public 
channel is used to transfer data. It is based 
on BB84 protocol and variants of BB84. In 
classical cryptography data is represented 
as bits zero and one whereas quantum 
cryptography it is represented as quantum 
bits which is superposition of zero and 
one. By the end of this study some of the 
features that influence image resolution are 
considered for comparison of classical and 
quantum cryptography. 
 
D N Kartheek, G Amarnath and P 
Venkateswarlu Reddy [5] discusses the 
ways to secure large networks by 
employing laws of quantum mechanics. 
QKD protocols helps in identifying and 
correct the errors by retransmitting the 
keys. The benefits of combining classical 
and quantum cryptography are considered 
for practical implementation in upcoming 
days which is now facing certain 
challenges. The key generation algorithms 
such as hash algorithm are shown with 
simulation results conveying the main 
advantages of QKD protocol. Finally the 
activity of eve can be surpassed by one of 
the technique called privacy amplification, 
where  the number of bits sent and bits 
received are approximately same which 
ensures the security of the system [6-10]. 
PROS AND CONS OF QKD 
Quantum key distribution is a one of the 
techniques used for exchanging keys 
between two users. QKD is advantageous 
when compared with conventional 
cryptographic techniques in certain aspects 
which are as follows: 
 Any attempts of eve in obtaining 
information can be identified with the 
help of two principles of quantum 
mechanics. 
 The errors caused during 
communication between users can be 
detected. 
 The actual information can never be 
revealed to any third party. 
 
QKD sounds too good when concerned 
with security but when it comes to 
practical considerations it takes back seat. 
There are certain technical weakness 
related to implementation. 
 High set up and  installation cost for 
commercial use. 
 Long distance transmission is not 
feasible. 
 Equipment set up has to be done 
precisely. 
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